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The Myth

Almost 80% of home computers are infected, your personal data is vulnerable and your anti-virus can't help! Like most PC users you probably have one or two anti-virus scanners or a security suite on your PC and feel comfortable that you are protected from the dark side of the internet. You are not alone! Most of us swear by this false sense of security. Unfortunately it's a lie, most likely your PC is already infected as you are reading this. The raw reality of the situation is that the current threats are so varied and technologically different that no single personal security software or suite can keep you safe. Anti-virus companies are facing a multitude of Attack Vectors and cannot cover all bases. Basically one software may be good at Malware removal while another is good at cleaning Browser threats. Over 75% of security experts agree that Anti-virus and security scanners alone cannot secure a computer or network in today's cyber world. Below are all the different types of attacks as published in hackmageddon.com.
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In today's hi-tech hacking world at best the big name anti-virus products can cover 90 to 95% of the threats on your PC. That means literally one in 10 threats may go undetected and lay dormant on your computer. Its important here to bare in mind that this is only relevant if you actually run your virus scanners. Many folks, believe or not, don't run their security programs because they don't know how to or are oblivious to the real dangers and actual infection rates. As long as the computer starts and they can get on the internet everything is fine.

What ARE the Real Dangers

The short answer is that anything you can imagine can happen in the event your personal computer becomes infected. The more you use your computer for, the more compromising information your PC contains. Essentially anything you store or do on your PC is subject to being copied, watched, uploaded and used nefariously. In addition, your computer itself can be infected or compromised to the point it becomes slow or totally disabled. Actually, the slowing of your PC over time is the first clue that it may be compromised. The most concerning danger here however is the potential harm to your family and loved ones. From banking information to children's daily schedules, anything on your computer can be stolen and used to hurt you or others. I can't over emphasize the potential dangers here. Whatever a sick mind can envision, they can carry out if your PC is compromised. The sad fact is that in the last 10 years of me personally repairing PC's I have not seen a single computer that did not have multiple types of bugs and intrusions. It is so prevalent and so under reported that I have real concerns for individual and societal safety. What makes matters worse is that once your infected, your PC can be used to infect all of your friends and family. You can actually become the conduit to hurt your loved ones without even knowing.
How do I get Infected

We have all had this happen, we click on something we think is a safe link or download and the next thing you know you are seeing multiple crap-ware or PUPs (Potentially Unwanted Programs) being installed.  That, or you start seeing popups or your computer starts acting weirdly to the point it may even become disabled. You need to know that anytime you click on something YOU are authorizing a download and thus a potential threat. Even if an email or link looks safe or you are on a safe website you have visited before you can still be downloading a threat. Emphasis and training has been placed on making the public aware of phishing scams, bogus emails and the more simplistic methods of infection. These are still relevant today but advances in hacking and the exploitation of  actual programming code vulnerabilities have created many more sophisticated ways to entrap you. Today clicking on anything from a game link, pop up ad, questionnaire or weather statistics can be a ploy. The most dangerous and damaging threats exploit common programs used everywhere such as Java, Adobe PDF's, SQL, Office and more! Even the actual browser you use to surf the internet and its 3rd party plugins can deliver a bug. There is no way to effectively know what is safe and what is not. Spoof websites, fake marketing advertisements, interactive games and social media ploys are designed to ensure you WILL be tricked into authorizing a download.  These new media platforms provide a conduit for bugs to proliferate almost unchecked. Unfortunately YOU are the weak link.

The Really Dark Side

It is not a matter of if, but when a major infection will disable half of the personal computers in the country. This is a bold statement but one of many plausible scenarios in which a hacker, state funded agent, or worse could easily pull off today. The technology using a computer to use or breech others in a coordinated attack is already deployed. Some examples would be crypto mining, torrent downloading, Botnets, pier to pier linking, etc. etc. In addition, with all manor of devices being connected to the Internet (IoT Internet of Things) and the increase of stay at home workers, our corporate servers are ripe targets also. Even more scary is that threats exist that query your computers programs and finds the ones that are not updated. They then deploy a whole host of threats that specifically target these vulnerabilities. I could go into a lot of different dooms day scenarios but my point is already made. The takeaway is that much more disabling hacking will occur in the future. In addition, due to the Zero-day nature (day of first discovery) of new threats it will be near impossible for protection to match the rate of infections. The potential economic and personal damages could be staggering. In fact many of the more reported bugs over the last few years individually show monetary damages in the 1-3 Billion dollar range. Add to that the number of new bugs doubled from 2016 - 2017 totaling 626 Million new variations according to Statista.com!!!! For those of you keeping count that's 1,715,000+ new bugs daily. Infection rates are accelerating not slowing down. Even more concerning is that new attack vectors and delivery methods are being developed daily. The worse is still to come.

How can I Protect my Family
The scary truth is that no one or no company's product can stop the threats from coming. YOU are the one authorizing the bugs by clicking on a threat link. It's up to you to mitigate your infection rates by following strict internet protocols that will limit the potential for exposure. Personal internet safety practices that limit what you click on or open and education about phishing scams, email frauds, spoofing of websites and known threat signatures can help. Bottom line is that being internet street smart reduces the chance of clicking on the wrong items. However, as most folks are already infected the best way to limit exposure is to follow a regiment that regularly repairs and cleans your computer of all the different types of threats. This can be accomplished using redundancy and a process that ensures maximum threat removal. Following are important steps to secure your computer. This process should be ran every couple of weeks at a minimum.

1) Backup all of your information regularly to a USB or an external hard drive.

2) Before using your security scanner run a service killer like Rkill to stop known threat processes that have taken over your PC. This will kill the threat processes that are stopping your security scanners from running and being effective.

3) Use a specialty Browser or cache cleaner to remove browser bugs, remove PUPs, clear cache and reset default settings on all Browsers. Additionally it should clean programs such as Adobe, Java, Flash and others.

4) Run multiple anti-virus / malware scanners or suites with both file scanning and holistic identification methods.

5) Run tweaking all in one computer repair to fix windows components and settings that were damaged or changed by the threats.

6) Set a Restore point after your computer has been cleaned to do a system restore should you get a disabling virus, malware, spyware, Trojan, ransomware or other crippling threats.

7) Add a security suite if you do not have one to help block know intrusions that includes Ransomware, Phishing and Malware/Virus protection along with VPN, child access and password protection features.

8) Ensure your Browser, Microsoft OS, Adobe, Java, Office, and all other programs have current updates and security patches. This is CRITICAL as they have patches for known threats.

9) Repeat the whole process every 2 weeks.

The unfortunate reality is that most folks do not have the technical ability or desire to download and execute these best practices to keep their computers clean. Most bugs and threats are passive, and can remain dormant for months. The only indication of problems in many cases is that the computer starts slowing down. In addition, many of the threats disable the security scanners so that when you run them nothing is detected. This is a major issue that is not being reported to the general public. Your security scanner may be completely disabled, and you don't know it. Unfortunately unless this cleaning process is automated most folks simply will not do it. A major shift in personal threat awareness and prevention is needed to protect society from itself.

Is There an Easier Way

I have spent the last 10 years looking at PC failures and how to repair computers more efficiently. Over that time it became apparent that virus, malware, rootkits, Trojans, spyware, and other threats have became the overwhelming cause of computer slow down, poor health and disabling issues. Additionally I noticed most major computer companies and retailers including Microsoft, Best Buy, Dell and all the others benefit from the continued upgrading and replacement of perfectly good computers. Whole marketing campaigns are designed to sell you the latest and greatest when in fact most of us are perfectly fine with and older computer. Technology has far outpaced the average end users needs. The PC has become a throw away commodity literally to the tune of 3 million tons of e-waste annually. We are taught if you're computer is slow, its old and you simply need to replace it. Should you keep it you are told to just perform a factory reset it when it has problems. This action loses all of your personal data and does not ensure all of the threats have been removed. Some types of threats can still reside in memory, BIOS or other protected locations that are unreachable. Unfortunately replacing instead of repairing/cleaning has in some cases masked the threats allowing them to go unchecked. Who cares if you have had a security breach you can just buy another computer. The problem is once the crooks have your information and your personal data is compromised, they can still do as they wish. Sooner or later it will be you who gets the disabling or dangerous bug. No one seems to be taking the risks seriously! 

We believe a catastrophic event is coming and folks need to be made aware and start protecting themselves. Someone needs to sound the alarm and inform everyone as to the danger their home computers pose. It was these and other factors that convinced us to create LikeNEWPC automated computer repair software. Designed for novices, LikeNEWPC automatically runs 12 different scanners and tools to thoroughly clean and repair disabled, badly infected and slow Windows computers. Our patent pending process automatically performs many of the best practices mentioned above to ensure your computer's continued health and help you with your family's cyber security. We provide our software as a service for FREE to keep you safe and help curb the spread of disabling and dangerous threats. Running LikeNEWPC software bimonthly provides the best protection you can get. We want to help keep you safe, please spread the word.

Bob Wing is the CEO of PCPinpoint Technologies, Inc. makers of LikeNEWPC automated computer repair software. Bob along with co-founder Harvey Lawton have numerous patents in the hard disk and software industries. Both founders bring over 75 years of computer and startup related experience. Anyone can use LikeNEWPC for free at www.likenewpc.net. Let us help protect you and you're family from cyber threats.
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